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Abstract — Biometrics was developed with the aim of improving the overall security level in all society contexts. A biometric system describes a set of 
techniques to analyze certain individual's biometric features, store and then using those patterns to identify or verify the identity of a person. The 
palmprint contains not only principal curves and wrinkles but also rich texture and miniscule points, so the palmprint identification is able to achieve a 
high accuracy because of available rich information in palmprint. Various palmprint identification methods, such as coding based methods and 
principal curve methods have been proposed in past decades. In addition to these methods, subspace based methods can also perform well for palmprint 
identification. Combining the left and right palmprint images to perform multibiometrics is easy to implement and can obtain better results. 

Multimodal biometrics can provide higher identification accuracy than single or unimodal biometrics, so it is more suitable for some real-world personal 
identification applications that need high-standard security. A onetime password is included for higher security and accuracy. 

One time passwords generally expire after using once. They are generated for using it within a certain time period after which it is useless. These 
passwords are set as a secondary security measure for the primary palmprint recognition. 
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I. INTRODUCTION 

Palmprint Identification technique is a growing biometric security method in the technology market. The palmprint contains principal 
curves, wrinkles, rich texture, depth and miniscule points. Using these biometric features, the palmprint is identified and the personal 
identification is verified. In spite of these verifications, there is a possibility of an error. In order to make this technique more secure 
and more stable, the method also includes the generation of an OTP (One Time Password). The OTP is used for making the system 
more reliable more efficient and trustworthy. 

Various palmprint identification methods are used in previous works. All those works use unimodal biometrics which has certain 
limitations such as low performance. To overcome those limitations of unimodal biometrics, multimodal biometrics are used in this 
system. In general the multimodal biometric system uses more than one biometric input or feature of same individual for 
identification. Combining more than one biometric trait of the same individual increases the accuracy and reduces the error rate 
considerably which makes the system more secure and increases the performance. 

In addition to the multimodal biometrics, an OTP (One Time Password) is also included. This OTP further increases the performance 
and accuracy of the system by reducing the identification errors. Since, these one-time passwords are valid only for a period, the 

This paper is prepared exclusively for International Conference on Computer Applications 2016 [ICCA 2016] which is published by ASDF International, 
Registered in London, United Kingdom under the directions of the Editor-in-Chief Dr Gunasekaran Gunasamy and Editors Dr. Daniel James, Dr. Kokula Krishna 
Hari Kunasekaran and Dr. Saikishore Elangovan. Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted 
without fee provided that copies are not made or distributed for profit or commercial advantage, and that copies bear this notice and the full citation on the first 
page. Copyrights for third-party components of this work must be honoured. For all other uses, contact the owner/ author(s). Copyright Holder can be reached at 
copy@asdf. international for distribution. 

2016 © Reserved by Association of Scientists, Developers and Faculties [www. ASDF. international] 


Cite this article as: S Pravarthika, S Babitha Rani, K Induja. "Palmprint Recognition using Multimodal Biometrics and 
Generation of One Time Password". International Conference on Computer Applications 2016 : 110-114. Print. 






International Conference on Computer Applications 


111 


passwords cannot be forged by the individuals which increases the security of the system. 

II. Proposed Framework 

In this system, a novel framework of combining the left palmprint with the right palmprint at the matching score level is provided. In 
this framework, four types of matching scores are obtained by the left palmprint matching, right palmprint matching, cross matching 
between the left query palmprint and right training palmprint and cross matching between the right query palmprint and the left 
training palmprint respectively. These four matching scores are then fused together to make the final decision. This method uses the 
similarity between the left palmprint and the right palmprint of the same subject and then generates an OTP (One Time Password) for 
more accurate personal identification. Extensive experiments show that the proposed framework can integrate most conventional 
palmprint identification methods for performing identification and can achieve higher accuracy than conventional methods. 

The proposed system uses five levels of framework for working at five different stages in the entire process. These levels are: the image 
(sensor) level, the feature level, the matching score level, the decision level and the OTP (One Time Password) generation level. 

Image (Sensor) Level 

The image sensor level uses touchless method for obtaining the image of the palmprint. Generally, scanners are used for detecting 
minute minuscule in the palmprint. However, the touchless method uses a high resolution camera for capturing the image and 
processing it. The image is then processed based on the requirements of the system. 


Feature Level 


The feature level involves extracting the miniscule points and principal lines from the obtained input image. The features include the 
principal lines, the rich texture and other miniscule points that play a major part in identifying an individual. The features are then 
processed and prepared for the next level. 


Matching Score Level 

The matching score is calculated in this level by using the features that has been extracted in the previous level. The matching score 
level uses the matching score algorithm. This algorithm is used for determining the right palmprint matching score, the left palmprint 
matching score and the cross matching scores. Finally, the matching scores are fused together to form the fused matching score. 


Decision Level 


Based on the final fused matching score value, the decision is made on whether the palmprints match any of the existing palmprints in 
the database. If there is a match, then the next level is executed. If not a match, then the recognition is denied and authentication is 
failed. 


OTP (One Time Password) Generation Level 

The One Time Password is generated based on the random permutation algorithm. The one time password is valid only for a certain 
period of time. Once the password is used, it expires and hence cannot be reused again. 

A. Procedure of the Proposed Framework 

Initially, two query palmprint images are given: left query palmprint and right query palmprint image. The training palmprint from the 
database are accessed and the principal lines are extracted. Now the matching score for left palmprint, right palmprint and cross 
matching scores are determined. The obtained matching scores are fused together and the final matching score is acquired. Based on 
this score, the best match is found. Then, a One Time Password (OTP) is generated. Once the correct password is typed, the person is 
recognized and access is granted. 
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Fig. 1 Architecture of the entire palmprint recognition process 

In fig. 1, query indicates the input images obtained by the system and the training palmprint denotes the images stored in the database. 
The left query palmprint image is verified with the left training palmprint image from the database to determine the left matching 
score. Then the right query palmprint image is verified with the right training palmprint image from the database to determine the 
right matching score. Then the left query palmprint image is combined with the right training palmprint image from the database to 
determine the cross matching score 1 . Finally, the right query palmprint image is combined with the left training palmprint image 
from the database to determine the cross matching score 2. The above four matching scores are fused to determine the final matching 
score. Based on the obtained matching score, the one-time password is generated and accuracy is maintained. 

B. Preprocessing 

In this section, if the input images are color images, they are converted to their respective gray scale images from their corresponding 
color images. This is done because a matrix cannot store more than one value at a given position. Hence the Red Green Blue (RGB) 
values in each pixel is converted to a single grayscale value by processing the red, blue and green values of each pixel to a grayscale 
pixel and averaging them. Now, the obtained grayscale image matrix is complemented. In the complement of an image, black and 
white colors are reversed (i.e.) the intensity of the grayscale image is swapped. In the output image, dark areas become lighter and 
light areas become darker. For a method to enhance the contrast of digital image, modified histogram equalization technique is 
proposed. 

C. Principal Line Extraction 

This subsection describes the steps to extract the principal line from the palmprint image. The principal lines of the left palmprint and 
the reverse right palmprint of the same individual have similar shapes and positions. But the principal lines of the left and right 
palmprint of different individuals have very different shapes and positions. The principal line based methods have been widely used in 
palmprint identification. Top-hat filtering computes the opening of the image and then subtracts the result from the original image. 
Here, a value from zero to 255 is selected and assigned as the threshold value. The output image BW replaces all pixels in the input 
image with luminance greater than the threshold level with the value 1 (white) and replaces all other pixels with the value 0 (black) . 
However, this binary black and white image might contain several distortions and noises. In order to avoid such discrepancies, filtering 
is done to remove the noise. Finally, principal line images are extracted. The principal line based method is able to provide stable 
performance for palmprint verification. 


_ j 

Fig. 2. a Sample Left Palmprint Image 
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Fig. 3. a Sample Right Palmprint Image Fig.3.b Extracted Principal line Image 

The figure 2. a shows the left palmprint input image and figure 2.b represents the extracted and filtered image of the principal lines. 
The figure 3. a similarly shows the right palmprint input image and figure 3.b gives the extracted and filtered image of the principal 
lines of the corresponding image. 

D. Matching Score Level 

The framework first works for the left palmprint images and uses a palmprint identification method to calculate the scores of the test 
sample with respect to each class. Then it applies the palmprint identification method to the right palmprint images to calculate the 
score of the test sample with respect to each class. After the crossing matching score of the left palmprint image for testing with 
respect to the reverse right palmprint images and right palmprint image with respect to left palmprint images of each class is obtained, 
the proposed framework performs matching score level fusion to integrate these four scores to obtain the identification result. The 
method has the following logic: 

S(A, B) = sum(sum(A(i, j ) & B(i, j ))/NA (1) 

where A and B are two palmprint principal lines images, “&” represents the logical “AND” operation, NA is the number of pixel points 
of A, and B (i, j ) represents a neighbor area of B(i, j ). 

The value of A (i, j ) & B (i, j ) will be 1 if A (i, j) and at least one of B (i, j ) are simultaneously principal lines points, otherwise, the 
value of A(i, j ) & B (i, j ) is 0. 

S(A, B) is between 0 and 1 , and the larger the matching score is, the more similar A and B are. 

The steps are presented in detail below: 

Step 1 : Find the matrix B~ (i,j) by adding zeros along the rows and columns of the matrix and comparing A(i,j) and B(i,j). Denote the 
matrix values of B — (i,j) as 1 if any one value of B(i+l,j), B(i- 1 , j), B(I,j + l) or B(I,j-l) are equal to A(i,j). 

Step 2: Perform AND operation for A(I,j) and B — (I,j ) . 

Step 3: Add the row values and column values of the obtained matrix separately. 

Step 4: Average both the values to get the matching score value for the right palmprint. 

Step 5 : Similarly, perform the same method for the left palmprint images . 

Step 6: For finding the matching score of the right training palmprint and the left query palmprint, generate the reverse images ~ B(i,j) 
of the right palm- print image. Both B(i,j) and B — (i, j) will be used as training samples. 

Step 7: The maximum matching score denotes the most closest and accurate match for the given inputs. 

E. One Time Password 

A One Time Password (OTP) is included for higher security and accuracy. One Time Passwords generally expire after using once and 
are more secure to use than normal passwords. They are useless if not used within the given time duration. Only if the palmprint 
matches, the One Time Password is generated. One Time Password is generated using the random permutation method. The 
algorithm uses three random variables xx= 1 , a— 1 , b— 2 to compute a four digit random password. 

The random password is obtained using the logic, 

x=r(i)*r(i)*r(i), (2) 
k= x + (a*r(i)) + b, (3) 
y(i) = sqrt(k) (4) 

OTP= round(xx *y) (5) 

where OTP is the final password that has been generated. 

F. Complexity 

In this method, the reverse of left and right training palmprint is processed before performing the identification which increases the 
complexity of the system with respect to time. The proposed system requires extra time for computation of matching score when 
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compared to other conventional methods. Further, it requires an extra time for computing the One Time Password which increases 
the computational complexity of the system. 

III. Conclusion 

This study shows that the left and the right palmprint images of the same subject are somewhat similar. The use of this kind of 
similarity for the performance improvement of palmprint identification has been explored. The proposed method carefully takes the 
nature of the left and right palmprint images into account, and designs an algorithm to evaluate the similarity between them. 
Moreover, by employing this similarity, the proposed weighted fusion scheme uses a method to integrate the three kinds of scores 
generated from the left and right palmprint imaged. Extensive experiments demonstrate that the proposed framework obtains very 
high accuracy and the use of the similarity score between the left and right palmprint leads to important improvement in the accuracy. 

IV. Future Enhancement 

The technique implemented should be improved by creating a database all over India for security purposes. The detection technique in 
an image should be improved by using a camera with high resolution. The technique should be taken ahead by all the organizations for 
accurate personal identification and security reasons. 
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